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Regular/Back/Scholarship Exam -2081/2082 Chaitra/Baishakh
1. What is cloud computing? Explain the types of cloud and its services.
Cloud computing is the delivery of computing services — including servers, storage, databases, networking,
software, analytics, artificial intelligence, and more — over the internet ("the cloud") on a pay-as-you-go or on-
demand basis.
a) Public Cloud
. Definition: Infrastructure owned and managed by third-party providers, accessible to
the general public.
. Examples: Amazon Web Services (AWS), Microsoft Azure, Google Cloud.

Advantages:
. Cost-eftective (pay-as-you-go).
. High scalability and flexibility.

. No maintenance burden for users.

Disadvantages:

. Less control over infrastructure.

. Security concerns due to shared environment.

. Use Case: Startups, small businesses, testing environments.

b) Private Cloud

. Definition: Cloud infrastructure dedicated to a single organization, either

hosted internally or by a third-party.
. Advantages:

. Greater security and privacy.

. Full control over resources.

. Customization according to organizational needs.

. Disadvantages:

. Expensive to set up and maintain.

. Limited scalability compared to public cloud.

. Use Case: Banks, government agencies, healthcare organizations.

c) Hybrid Cloud

. Definition: Combination of public and private cloud, allowing data and

applications to move between them.
. Advantages:

. Flexibility: sensitive data stays in private cloud, less critical workloads in
public cloud.

. Cost optimization.

. Business continuity and disaster recovery.

. Disadvantages:

. Complex management.

. Requires strong integration between environments.

. Use Case: Enterprises balancing cost efficiency with security.

d) Community Cloud*  Definition: Shared infrastructure among organizations

with similar requirements.




. Advantages:

. Cost shared among participants.

. Collaboration and compliance with industry standards.

. Disadvantages:

. Limited scalability.

. Governance challenges.

. Use Case: Universities, research institutions, healthcare consortia.
e) Multi-Cloud

. Definition: Use of multiple cloud providers simultaneously.

. Advantages:

. Avoids vendor lock-in.

. Increases resilience and redundancy.

. Disadvantages:

. Complex management and integration.

. Use Case: Large enterprises needing global reach and reliability.

tyes of Cloud Services (Service Models.
IaaS: Infrastructure as a Service
This is the raw "foundation." You rent the hardware—servers, storage, and
networking—but you install the operating system and manage the apps yourself.

« Analogy: Renting an empty plot of land. You build the house and maintain

1t.

« Examples: Amazon EC2, Microsoft Azure VMs, Google Compute Engine.
Paa$S: Platform as a Service
This is designed for developers. The provider handles the servers and the
operating system, giving you a platform to build, test, and deploy apps without
worrying about "the pipes."

« Analogy: Renting a commercial kitchen. The appliances are there; you just

bring your ingredients and cook.

« Examples: Google App Engine, Heroku, AWS Elastic Beanstalk.
SaaS: Software as a Service
The most common model. You simply use a finished software product through
your web browser. Everything (servers, code, security) is managed by the vendor.

« Analogy: Ordering a pizza. You don't cook or clean; you just
enjoy the meal.
- Examples: Netflix, Gmail, Slack, Zoom, Salesforce.
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2. What are the different cloud computing development models? Explain.
Cloud Deployment Models are essentially the "architecture" of how the cloud is
hosted. They detine who owns the hardware, how much control you have, and who
else 1s using the same system.

1. Public Cloud: The Global Infrastructure

In a Public Cloud, a third-party service provider owns and manages all the
hardware (servers, storage, etc.) and delivers them over the internet.

« How it Works: It uses a "Multi-tenant" architecture. This means your data
might be sitting on the same physical server as a stranger’s data, but don't
worry—the software keeps them completely i1solated from each other.

« Key Advantages:

o Cost-Efficiency: No need to buy expensive hardware. You follow a
Pay-as-you-go model.

o Scalability: You have "infinite" resources. If your website suddenly
gets 1 million hits, you can add more power instantly.

o Reliability: Since it's a massive network of servers, if one fails, another
takes over.

« Disadvantages: Less control over the physical hardware and potential
security concerns for highly regulated industries.

« Best for: Small to medium businesses, software development, and web
hosting.

2. Private Cloud: The "On-Premise'" Powerhouse
This is a cloud environment dedicated solely to one organization. It is not shared
with anyone else.

« How it Works: It can be hosted "on-site" (in the company’s own data
center) or "off-site" (by a provider who sets aside a specific, non-shared
section of their data center).

« Key Advantages:

o High Security: Since no one else has access, it's the safest option for
sensitive data.

o Customization: The company can tweak the hardware and software to
meet their exact needs.

o Compliance: Perfect for industries like healthcare or finance that have
strict legal requirements about data privacy.

- Disadvantages: It is very expensive. You have to buy the hardware, pay for
electricity, cooling, and a team of I'T pros to fix it when it breaks.

« Best for: Banks, government agencies, and large hospitals.

3. Hybrid Cloud: The Flexible Middle Ground
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This is arguably the most popular model today for big companies. It is a
mix of Public and Private clouds, connected by encrypted technology
that allows data and apps to "burst" from one to the other.

. How it Works: A company keeps their "crown jewels" (super-secret
data) in their Private Cloud but uses the Public Cloud for heavy
liftting or "Cloud Bursting" (using extra public power during busy
times).

- Key Advantages:

o Flexibility: You aren't stuck in one place. You can move
workloads as your needs change.

o Cost-Control: You only pay for the expensive private cloud for
what you #ruly need, using the cheap public cloud for
everything else.

. Disadvantages: It is very complex to set up. You need high-level
I'T skills to make sure the two clouds "talk" to each other securely.

. Best for: Large companies that want to modernize but still have old
systems they can't get rid of.

4. Community Cloud: The Collaborative Space
This is a specialized model where the infrastructure is shared between
several organizations from a specific community with common concerns.

- How it Works: Imagine five different universities working on the
same research project. Instead of each building a private cloud, they
pool their money to build one shared cloud.

- Key Advantages:

o Shared Costs: Cheaper than a Private Cloud because the bill is
split.

o Collaborative: Makes it very easy for different organizations
to share data and tools for a specific project.

. Disadvantages: Limited storage and bandwidth compared to a
Public Cloud, and you have to agree on rules with the other
members.

. Best for: Research organizations, joint ventures between companies,
or non-profits.
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3. Describe the term virtualization in cloud computing. Explain software as a service.
Virtualization: The "Engine" of the Cloud

In simple human terms, Virtualization is the technology that allows you to create multiple
"virtual" computers on a single "physical" computer.

Before virtualization, if a company had one big server, it could only run one Operating System
(like Windows). If that server was powerful but the work was light, most of that power went
to waste. Virtualization fixed this by adding a layer of software called a Hypervisor.

How it works:

o The Hypervisor: This is the "manager" software. It sits on top of the physical
hardware and carves it up into slices.

 Virtual Machines (VMs): Each "slice" becomes a Virtual Machine. To the user, a VM
teels like a completely independent computer with its own CPU, RAM, and disk space.

« Resource Pooling: The cloud provider takes all their physical hardware and puts it into
one big "pool." Virtualization allows them to dish out exactly how much power a
student or a business needs at that moment.

Why is it important for Cloud?

1. Isolation: If one virtual machine crashes or gets a virus, the others on the same physical
server are unaffected.

2. Efficiency: It saves money and energy because you can run dozens of "computers" on
just one physical machine.

3. Speed: You can "spawn" a new server in seconds rather than waiting for a physical one
to be shipped and plugged in.

2. Software as a Service (SaaS): The '""Ready-to-Use' Model
Saas$ is the top layer of the cloud. It’s the version of the cloud that you, as a student, use every
single day.
In this model, you don't buy, install, or maintain any software. Instead, you access a finished
application over the internet, usually through a web browser. The provider (like Google or
Microsoft) handles everything "under the hood"—the servers, the code, the security, and the
updates.
Key Characteristics:
« Subscription-Based: Instead of buying a software box for $\$500%$, you might pay
$\$10$ a month (or use it for free with ads).
« Automatic Updates: You never have to click "Update" and wait. The provider updates
the app for everyone at the same time in the background.
« Accessibility: Since your data is in the cloud, you can start a project on a library
computer and finish it on your phone while on the bus.
Real-World Student Examples:
« Google Docs/Sheets: You don't "install" it; you just log in and type.
« Canvas/Blackboard: Your school's learning platform is a SaaS.
« Netflix/Spotify: These are essentially "Media as a Service."
« Canva: A design tool that lives entirely in your browser.
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4. What do you mean by VMware? Explain its features and infrastructure.
VMware is a software company that provides cloud computing and virtualization
software. Their primary product is a Hypervisor—a specific type of software that
"tricks" your physical hardware into thinking it is actually multiple separate
servers.

2. KRey Features of VMware

VMware isn't just about creating virtual machines; it’s about managing them so
they never go down. Here are the "big" features you'll see in a textbook:

« VvMotion (Live Migration): This is like magic. It allows you to move an
entire running Virtual Machine from one physical server to another with
zero downtime. If a server is getting too hot, you just "slide" the VM to a
different server while the user is still using it.

« High Availability (HA): If a physical server breaks, VMware automatically
detects it and restarts all the virtual machines that were on it on a different,
healthy server.

« Distributed Resource Scheduler (DRS): This 1s the "traffic cop." It looks
at all your servers and automatically balances the workload. If one server 1s
working too hard and another is idle, it moves VMs around to even things
out.

« Fault Tolerance (FT): This creates a "shadow" copy of a VM that runs in
lock-step with the original. If the original server explodes, the shadow takes
over Instantly.

3. VMware Infrastructure (The Components)

The VMware "ecosystem" (often called vSphere) is made up of a few key parts
that work together:

A. ESXi (The Hypervisor)

This is the most important part. It is a "T'ype-1" hypervisor, meaning it is
installed directly onto the physical hardware (the "bare metal"). It has no
operating system underneath it, which makes it incredibly fast and efficient.

B. vCenter Server

[f you have 100 servers running ESXi, you don't want to log into each one
individually. vCenter is the centralized management tool. It’s the "cockpit" where
an I'T admin sits to control the entire data center from one screen.

C. Virtual Storage (VSAN)

Normally, servers need to be plugged into big, expensive storage boxes. vSAN
allows VMware to take the local hard drives inside each server and pool them
together into one giant "virtual" hard drive that everyone can share.

D. Virtual Networking (NSX)

This allows you to create routers, switches, and firewalls entirely in software. You
can set up a whole network without ever touching a physical cable.
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5.What is cloud security? Explain security challenges and risks.

Cloud security 1s the set of technologies, policies, controls, processes, and best
practices designed to protect cloud-based systems, data, applications, and
infrastructure from threats, breaches, unauthorized access, and other risks.

2. Security Challenges (The "Difficulties")

These are things that make securing the cloud harder than securing a normal
office computer.

« Lack of Visibility: Since the hardware 1s in a data center miles away, you
can't physically see what's happening. You have to rely on the provider's
tools to tell you if something is wrong.

« Multi-tenancy: In a public cloud, you share hardware with "neighbors." If'a
neighbor's app i1s poorly built, it creates a theoretical risk (though rare) that
data could leak between accounts.

« Compliance & Legal Issues: Data laws vary by country. If you store
European user data on a server in the US, you might be breaking the law
(GDPR) without even realizing it.

« Complexity: Managing security across difterent models (IaaS, PaaS, SaaS) is
complicated. One wrong setting can leave a database open to the entire
Internet.

3. Security Risks

These are the actual "bad things" that can happen.

A. Data Breaches

This 1s the big one. If a hacker gets access to your cloud credentials, they can steal
millions of records in seconds. Because the cloud is accessible via the internet, a
breach can happen from anywhere in the world.

B. Misconfiguration.

This is actually the #1 cause of cloud data leaks. It’s not usually a "genius
hacker"; it’s usually an employee who forgets to check a box or leaves a "bucket"
(storage folder) set to "Public" instead of "Private."

C. Insecure APIs

APIs are the "doors" that allow different software programs to talk to each other.
[f these doors aren't locked properly, hackers can walk right through them to steal
data.

D. Insider Threats

A disgruntled employee who already has login access can do way more damage
than an outside hacker. In the cloud, they can delete entire servers with a single
click.

E. Account Hijacking (Phishing)If someone steals your password through a fake
email (phishing), they eftectively "become" you. They can bypass many security
layers because the system thinks they are the legitimate owner.
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6. List out the different cloud computing platforms. Explain any two of
them.

>. Cloud Platforms:

1.  Amazon Web Services (AWS)

Microsoft Azure

Google Cloud Platform (GCP)

IBM Cloud

Oracle Cloud

Alibaba Cloud

Salesforce Cloud

VMware Cloud

. SAP Cloud

10. Rackspace Cloud.

A. Amazon Web Services (AWS)

AWS is the oldest and most comprehensive cloud platform. It has the largest
global network of data centers.

« Best For: Everything. From a small student project to a massive global app
like Netflix.

« Core Services: * EC2 (Elastic Compute Cloud): This is their [aaS service
where you rent virtual servers.

o S8 (Simple Storage Service): A "digital bucket" where you can store
an unlimited amount of data (images, videos, backups).

o Lambda: A "serverless" tool that runs your code only when needed, so
you don't pay for idle time.

« Student Perspective: AWS offers a Free Tier for 12 months, which is great
for learning. However, the interface can be very complex because there are
over 200 different services to choose from.

B. Microsoft Azure
Azure is the second-largest platform and is growing rapidly because it integrates perfectly
with Microsoft software.

« Best For: Companies that already use Microsoft 365, Teams, or Windows Server. It
makes "Hybrid Cloud" (connecting your office server to the cloud) very easy.

« Core Services:

o Azure Virtual Machines: Similar to EC2, these are your "computers in the sky."

o Azure Active Directory (now Entra ID): A powerful tool used to manage user
logins and security for an entire company.

o Azure SQL Database: A fully managed database service that handles all the
technical maintenance for you.

« Student Perspective: If you are a developer using .NET or C#, Azure is usually the

most natural choice. They also offer "Azure for Students" with free credits and no credit
card required.

© X3RN
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7. Describe the different software license models in cloud computing? What are the
open challenges in cloud computing?
[] Subscription-Based Licensing (Most popular in cloud)
« Users pay recurring fees (monthly/annual) for access.
Includes automatic updates, support, and scalability.
Examples: Microsoft 365, Adobe Creative Cloud, Netflix, Spotify.
Pros: Predictable costs, always latest version, no upfront hardware buy.

« Cons: Long-term cost can add up; if you stop paying — lose access.
[ Pay-Per-Use / Consumption-Based / Usage-Based Licensing
« Pay only for what you actually use (e.g., per API call, per GB stored, per compute hour).
o Common in [aaS/PaaS (AWS pay-as-you-go, Azure consumption).
o Pros: Very flexible, low entry cost, scales perfectly.
« Cons: Bills can spike unexpectedly if usage surges.
[0 Per-User / Named User Licensing
« License tied to a specific user (one person = one license).
« User can access from any device.
Examples: Many SaaS tools like Salesforce, Zoom (per user seats).
o Pros: Simple for teams.
Cons: Not good for shared use; costs rise with headcount.
[1 Concurrent / Floating User Licensing
« Pool of licenses shared among users — only a set number can use simultaneously.
« Good for fluctuating teams (e.g., development tools).
« Pros: Efficient for non-constant use.
« Cons: Queues 1f too many try at once.
[0 Feature-Based / Tiered Licensing
« Pay for specific features or tiers (Basic, Pro, Enterprise).
o Unlock more as you upgrade.
o Examples: Canva, Slack tiers.
« Pros: Pay only for needed features, customizable.
« Cons: Can feel restrictive if you outgrow a tier.
7 Enterprise-Wide / Site-Wide Licensing
 One license for whole organization (unlimited users/devices in some cases).
« Less common in pure cloud but used in hybrid.
o Pros: Unlimited scaling for big companies.
« Cons: Expensive upfront; doesn't fit "pay-as-you-go" cloud spirit.
.Open Challenges in Cloud Computing
Even though the cloud is powertful, it’s not perfect. There are several "open challenges" that
experts are still working to solve in 2026.
A. Security and Privacy
This is always #1. When your data is on someone else's server, you have to trust them.
Challenges include:
« Data Breaches: Hackers attacking the cloud provider to steal millions of records.
« Data Sovereignty: Laws that say data about citizens must stay within their own
country's borders.
.Cost Management (Cloud Waste)
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[t is very easy to turn on a cloud service and forget to turn it off. Companies often end up
paying thousands of dollars for "zombie" servers that aren't doing anything. Managing these
"hidden costs" is a major headache.

C. Vendor Lock-In

If you build your whole business on Amazon (AWS), it is extremely difticult and expensive to
move everything to Google Cloud later. You become "locked-in" to one provider’s tools and
pricing.

D. Interoperability

This is the challenge of getting different clouds to "talk" to each other. If your database is on
Azure but your Al tool is on Google Cloud, making them work together smoothly is often
very complicated.

E. Lack of Expertise

The cloud moves so fast that there aren't enough skilled people to manage it. Many companies
struggle because their I'T teams don't fully understand the latest cloud security or automation

tools.
F. Multi-Tenancy Risks
Since you share the same physical hardware with other users, there is a tiny risk that a "bad neighbor" could
drain all the server's power or find a way to peek at your data (though providers work very hard to prevent
this).
8. What is service level agreement in cloud computing? Explain SLA lifecycle.
A Service Level Agreement (SLA) in cloud computing is a formal contract between a cloud provider and a
customer that defines the expected level of service, including metrics like uptime, availability, response time,
and remedies if these commitments are not met. LA Lifecycle
Think of the SLA lifecycle as the "story" of the contract, from the first time you talk to the provider until the
day you stop using their service. It generally follows these 6 stages:
Phase 1: Discover Service Provider
You identify your needs (e.g., "I need a fast server for my app") and look for a provider that can meet those
requirements. You check their reputation and what kind of "standard" SLAs they offer.
Phase 2: Negotiation & Definition
This is where the "fine print" is discussed. Both parties agree on:

e What metrics to track (Uptime, speed, etc.).

e What the targets are (e.g., "99.99% availability").

e The consequences of failure (the penalties).
Phase 3: Agreement (Signing)
Once everyone is happy, the document is finalized and signed. In the public cloud, this is usually as simple as
clicking "I Agree" when you create an account.
Phase 4: Implementation & Operationalization
The service goes "live." The provider sets up the infrastructure to meet the agreed-upon standards, and you
start using the cloud service for your projects.
Phase 5: Monitoring & Reporting
This is the "checking" phase. The provider uses tools to track performance 24/7.

e Breach Detection: If the uptime drops below the agreed level, it’s called an SLA Violation.

e Reporting: You receive monthly reports showing how well the provider met their goals.
Phase 6: Review, Renewal, or Termination
At the end of the contract period, you look back at the performance:

e Renewal: If they did a great job, you sign again.

e Renegotiation: If your needs changed, you update the terms.

e Termination: If they failed too often or you don't need them anymore, you end the contract.
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9. Write short notes on:
a. Infrastructure as a Service (IaaS)
Infrastructure as a Service (IaaS) is the most basic category of cloud computing
services. It allows you to rent I'T infrastructure—servers, virtual machines (VMs),
storage, networks, and operating systems—ifrom a cloud provider on a pay-as-
you-go basis.

« KRey Concept: In [aaS, the cloud provider manages the physical hardware
(the "bricks and mortar"), while you are responsible for managing the
operating system, middleware, and applications.

« Key Features:

o Scalability: You can increase or decrease resources instantly based on
demand.

o Cost-Effective: It eliminates the high upfront cost of buying physical
servers. You only pay for the "compute power" you actually use.

o User Control: It provides the highest level of flexibility and
administrative control over your resources compared to PaaS or SaaS.

« Common Examples: Amazon EC2, Google Compute Engine, and Azure
Virtual Machines.

« Best For: Small businesses that are growing rapidly or companies that need
complete control over their software environment without the hassle of
maintaining hardware.

b. Azure Platform

Microsoft Azure (formerly Windows Azure) is a comprehensive cloud computing platform
created by Microsoft. It is the second-largest cloud provider in the world and ofters over 200
products and services.

« Key Concept: Azure is highly popular with enterprises because it integrates seamlessly
with other Microsoft products like Windows Server, Active Directory, and Office 365.
[t supports all three service models: IaaS, PaaS, and SaaS.

« Core Services:

o Compute: Includes Azure Virtual Machines and Azure Functions (for running
code without managing servers).

o Networking: Features like Azure Virtual Network (VNet) allow you to create
private networks in the cloud.

o Storage: Azure Blob Storage is used for storing massive amounts of
unstructured data (like images and videos).

o Identity: Microsoft Entra ID (formerly Azure Active Directory) manages user
logins and security.

e Why Students/Devs Love It: Azure offers "Azure for Students," which provides free
credits and access to popular services like SQL databases and Al tools without requiring
a credit card.

« Global Reach: Azure has data centers in more than 60 regions worldwide, ensuring
that applications run fast for users everywhere.
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c. Cloud for IOT

The Cloud for IoT is a specialized framework where cloud computing acts as the "brain" and
"central nervous system" for a network of connected devices (like smart sensors, cameras, and
wearable gadgets).

While individual IoT devices are great at collecting data, they usually have very limited
storage and processing power. The Cloud provides the heavy-duty infrastructure needed to
handle the massive amounts of data these devices generate.

« How it Works: IoT devices collect raw data (like temperature, location, or heart rate)
and send it over the internet to a cloud platform. The cloud then stores, analyzes, and
processes this data, turning it into useful information for the user (like an alert on your
phone or a business report).

« Key Roles of Cloud in IoT:

o Unlimited Storage: IoT sensors generate billions of data points. The cloud ofters
virtually infinite space to keep this data long-term.

o Remote Device Management: Cloud platforms allow you to monitor, update,
and fix thousands of devices simultaneously from a single central location.

o Advanced Analytics & Al: The cloud uses powerful machine learning tools to
find patterns in IoT data—such as predicting when a factory machine might
break before it actually does (Predictive Maintenance).

o Scalability: You can start with 10 smart devices and scale up to 10,000 without
needing to buy your own servers.
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Regular Exam- 2081 Jestha/Ashad

Diploma in Information Technology

1.What do you mean by cloud storage? Explain the types of .cloud and its services.
Cloud storage is a cloud computing service that allows users and organizations to store
data (files, documents, photos, videos, backups, databases, etc.) on remote servers that are
accessed over the internet instead of storing it on local hard drives or physical servers.
Types of Cloud

Public Cloud

Public cloud is a cloud environment that is owned and managed by third-party cloud service
providers. In this type of cloud, computing resources such as servers and storage are shared
among multiple users over the internet. It is easy to use and cost-effective because users pay
only for the resources they use. Public cloud is suitable for small businesses, students, and
general users. However, security control is comparatively less because resources are shared.
Private Cloud

Private cloud is a cloud infrastructure used exclusively by a single organization. It may be
hosted internally or by an external service provider, but the resources are not shared with
other users. Private cloud provides better security, privacy, and control over data. It is mostly
used by large organizations, banks, and government offices where sensitive data must be
protected. The cost of private cloud is higher than public cloud due to dedicated resources.
Hybrid Cloud

Hybrid cloud is a combination of both public cloud and private cloud. In this model, sensitive
and important data is stored in the private cloud, while normal applications and services are
stored in the public cloud. Hybrid cloud provides flexibility, security, and cost efficiency.
Organizations can enjoy the benefits of both cloud models according to their needs. It is
widely used in modern enterprises.

Community Cloud

Community cloud is a cloud infrastructure shared by several organizations that have similar
requirements such as security policies, compliance rules, or common objectives. The cloud is
managed by one or more organizations or by a third party. The cost is shared among the
members of the community. This type of cloud is suitable for universities, research
institutions, and government departments working together.

Cloud Services

Infrastructure as a Service (IaaS)

Infrastructure as a Service provides basic computing resources such as virtual machines,
servers, storage, and networking through the internet. Users can install operating systems
and applications according to their requirements. IaaS eliminates the need to purchase
physical hardware and allows users to scale resources easily. It provides high flexibility and
control over infrastructure.

Platform as a Service (PaaS)

Platform as a Service provides a complete platform for application development. It includes
operating systems, programming languages, databases, and development tools. Developers
can focus on writing and testing code without worrying about hardware and system
maintenance. PaaS helps in faster application development and deployment and reduces
overall development cost.

Software as a Service (SaaS)
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Software as a Service provides ready-made software applications over the internet. Users do
not need to install or maintain the software on their computers. They can access the software
using a web browser. SaaS is easy to use, cost-effective, and widely used for email, document
editing, and business applications.
Storage as a Service (STaaS)
Storage as a Service provides online storage space to store and manage data. It is mainly used
for data backup, file sharing, and recovery. Users can increase or decrease storage capacity as
needed. This service ensures data safety and easy access through the internet.
1. Platform as a Service (PaaS)
PaasS is a cloud computing model that provides customers a complete cloud platform—
including hardware, software, and infrastructure—for developing, running, and managing
applications without the complexity of building and maintaining the infrastructure typically
associated with the process.
2. Explain platform as a service and software as a service of cloud computing.
« Target Audience: Software developers and DevOps teams.
« Key Characteristics:
o Abstraction of Infrastructure: Users don't manage servers, storage, or network;
they only manage the application and its data.
o Development Framework: It provides a "framework" (APIs, libraries, and tools)
that developers can build upon to develop or customize applications.
o Scalability: The platform automatically scales the resources (like RAM or CPU)
up or down based on the application's traffic.

« Benefits:
o Speed: Reduces "Time to Market" because developers don't waste time setting up
environments.

o Cost-Effective: No need to buy expensive development software or hardware.
« Examples: Google App Engine, AWS Elastic Beanstalk, Heroku, and Microsott Azure
App Service.
2. Software as a Service (SaaS)
Saas$ is a software distribution model in which a third-party provider hosts applications and
makes them available to customers over the internet. It is the most common cloud service.
o Target Audience: End-users (students, business workers, general public).
« Key Characteristics:
o Zero Installation: The software runs entirely on the provider’s servers. You
access it via a web browser or a small app.
o Managed by Provider: The vendor handles all technical issues, such as security
patches, updates, and server maintenance.
Subscription Model: Usually follows a "Pay-per-user" or monthly subscription fee.
« Benefits:
o Accessibility: You can access your work from any device with an internet
connection.
o Automatic Updates: Users always have the latest version of the software
without manually updating it.
o Examples: Google Workspace (Docs/Gmail), Salesforce, Slack, Netflix, and
Microsoft Office 365
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3. What is virtualization? Explain the benefits of virtualization.

Definition: Virtualization is the process of creating a virtual version of computing resources
(like servers, storage, networks, or operating systems) instead of using physical hardware
directly.

Benefits of Virtualization

Virtualization is the backbone of the modern cloud. Here is why it is so widely used:

« Resource Efficiency (Server Consolidation): In the old days, most servers only used
about 10-15% of their power. Virtualization allows you to run multiple workloads on
one server, boosting utilization to 80% or higher.

« Cost Savings: Fewer physical servers mean you spend less on hardware, less on
electricity for cooling, and you need less physical space in a data center.

« Isolated Environments: Each VM is "sandboxed." If one virtual machine crashes or
gets infected with a virus, it doesn't affect the other VMs on the same physical server.
This makes the whole system more secure and stable.

« Faster Provisioning: In a physical world, setting up a new server takes weeks
(ordering, shipping, cabling). In a virtual world, you can "spin up" a new VM in a
matter of seconds.

« Improved Disaster Recovery: Virtual machines are essentially just large files. This
makes them incredibly easy to back up, copy, or move to a different physical server if
the original hardware fails.

« Support for Legacy Apps: If you have an old piece of software that only runs on
Windows XP, you can create a Windows XP VM on a brand-new Windows 11 machine
to keep that old app running.

4. What is thin client? Explain hypervisor management software.

A thin client is a lightweight, low-powered computing device (or sometimes just software)
that relies heavily on a remote server (or cloud) to do most of the heavy work — such as
running applications, processing data, and storing files. The thin client itself mainly handles:
Explain hypervisor management software.

Hypervisor Management Software is the "Control Tower." It is a centralized platform that
allows an I'T administrator to manage hundreds of physical servers and thousands of virtual
machines from a single dashboard.

Core Capabilities:

« Provisioning (Creation): Instead of manually installing Windows on 50 different
computers, an admin can "deploy" 50 virtual machines from a single template in
minutes.

« Resource Allocation: It allows you to drag-and-drop resources. If one VM is
struggling because it needs more RAM, you can literally "give" it more memory from
the dashboard while it's still running.

« Live Migration (vMotion): This is the "magic" feature. It a physical server needs
repair, the management software can move a running virtual machine to a different
physical server with zero downtime. The user never even knows their "computer" just
moved across the room!

« High Availability (HA): If a physical server hardware fails (e.g., a power supply blows),
the management software detects the failure and automatically restarts those VMs on a
healthy server.
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« Snapshots & Backups: It lets you take a "picture" of a VM's state. If you mess up a
software setting, you can "Revert to Snapshot" and the computer goes back in time to
when it worked perfectly.

5. What is security? What are the different security challenges and risks faced by cloud
computing?

Security refers to the protection of data, systems, and resources from unauthorized access,
misuse, attacks, loss, or damage. In cloud computing, security is very important because data
and applications are stored on remote servers and accessed through the internet.

Security Challenges in Cloud Computing

1. Data Breaches

. Unauthorized access to sensitive data stored in the cloud.

. Common in industries like healthcare, finance, and e-commerce.
2. Data Loss

. Accidental deletion, corruption, or hardware failure.

. Can occur if backups and recovery systems are weak.

3. Account Hijacking

. Attackers steal login credentials to gain control of cloud accounts.
. Leads to unauthorized access and misuse of resources.

4. Insecure APIs

. Cloud services rely on APIs for communication.

. Poorly designed APIs can be exploited by attackers.

5. Misconfiguration of Cloud Services

. Incorrect setup of storage buckets, databases, or access controls.
. Leads to accidental data exposure (e.g., open S3 buckets).

6. Insider Threats

. Employees or contractors misuse access privileges.

. Hard to detect because they already have legitimate access.

7. Limited Visibility & Control

. Organizations often lack full visibility into cloud environments.
. Makes monitoring and threat detection difficult.

Security Risks in the Cloud

These are the actual "bad things" that can happen if the challenges aren't handled correctly.

A. Data Breaches

This is the biggest fear. It's when sensitive, protected, or confidential data is copied, transmitted, viewed, or
stolen by someone who shouldn't have it. Because cloud data is accessible over the internet, it's a huge target
tor hackers.

B. Data Loss

Imagine the cloud provider has a massive fire in their building or a permanent hard drive failure, and you
didn't have a backup. Your data is gone forever. This is why "Redundancy" (making copies) is so important.
C. Account Hijacking

If a hacker steals your login password (through "phishing" or a weak password), they have the keys to your
entire digital kingdom. They can delete your servers, steal your data, or run up a $50,000 bill in your name.
D. Insider Threats

Sometimes the "bad guy" is actually an employee. A disgruntled worker at your company (or even a rogue
employee at the cloud provider) could use their access to steal or destroy data.

E. Denial of Service (DoS) Attacks

This is like someone clogging your phone line so no one else can call you. Hackers flood your cloud service
with so much fake traffic that your real customers can't get in, and your business grinds to a halt.
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6. List out the different cloud computing platforms. Explain about amazon web services
(AWS) and google app engine.

Common Cloud Platforms

1. Amazon Web Services (AWYS)

Microsoft Azure

Google Cloud Platform (GCP) — includes Google App Engine

IBM Cloud

Oracle Cloud

Alibaba Cloud

Salesforce Cloud

VMware Cloud

SAP Cloud

0. Rackspace Cloud.

Amazon Web Services (AWS)

Launched in 2006, AWS is the pioneer of cloud computing. It is a comprehensive platform
that offers over 200 fully-featured services from data centers globally.

Key Components & Services:

« EC2 (Elastic Compute Cloud): This is the heart of AWS. It provides virtual servers
(IaaS) that you can start or stop in seconds.

« S3 (Simple Storage Service): An object storage service for backups and media files. It
is famous for its "11 nines" ($99.999999999\%#$) of durability.

« Lambda: A "Serverless" service where you run code only when triggered, paying only
for the milliseconds the code is active.

« Global Infrastructure: AWS is divided into Regions (geographic locations) and
Availability Zones (individual data centers). This ensures that if one building loses
power, your app stays online in another.

Why it’s used:

AWS is the "gold standard." It is used by everyone from tiny startups to giant corporations
like Netflix and NASA because of its massive scale and iron-clad security.

3. Google App Engine (GAE)

Unlike AWS (which is mostly Infrastructure), Google App Engine is a Platform as a
Service (PaaS). It is designed for developers who want to build and host web applications
without managing any servers.

Key Characteristics:

o Fully Managed: You don't see the operating system or the hardware. You simply
"push" your code (written in Java, Python, Node js, Go, etc.), and Google runs it.

« Automatic Scaling: This is GAE's superpower. If your app goes from 10 users to 10
million users overnight, GAE automatically spins up more resources to handle the load.
When the tratftic drops, it scales back down to zero so you don't pay for idle time.

« Standard vs. Flexible Environment: * Standard: For apps written in specific
languages; it starts up nearly instantly.

o Flexible: For apps that need custom libraries or "Docker containers."

» Security & Patching: Google handles all the security patches for the underlying OS, so

the developer never has to worry about server-side vulnerabilities.
Why it’s used:

SO PN e e R ®
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It is perfect for developers who want a ""No-Ops'" experience—meaning zero time spent on
server operations and 100% of the time spent on writing code.

7. Explain cloud migration. What are the different business application of cloud computing?
Explain.

Definition

Cloud migration is the process of moving data, applications, and I'T resources from on-premises
infrastructure to a cloud environment (public, private, or hybrid). It can also mean moving workloads
between different cloud providers (multi-cloud migration).

Types ot Cloud Migration

1. Rehosting (Lift and Shift): Moving applications to the cloud without maJor changes.

2 Replatforming: Making slight optimizations while migrating (e.g., using managed databases).
3. Refactoring/Re-architecting: Redesigning applications to fully leverage cloud-native features.
4. Repurchasing: Switching to SaaS solutions instead of existing applications.

5. Retiring: Decommissioning outdated applications during migration.

Benefits

. Scalability and flexibility.

. Cost savings (pay-as-you-go).

. Improved performance and reliability.

. Enhanced security and compliance.

. Faster innovation and deployment.

Business Applications of Cloud Computing

Cloud computing is widely used across industries to improve efficiency, reduce costs, and enable

innovation.

1. Data Storage and Backup

. Cloud provides scalable storage solutions (e.g., AWS S3, Google Cloud Storage).
Automatic backup and disaster recovery.

. Business Continuity & Disaster Recovery
Cloud ensures quick recovery from hardware failures or cyberattacks.

[\s}

. High availability with global data centers.

3. Collaboration Tools

. SaaS applications like Microsoft 865, Google Workspace, Slack.

. Enable real-time collaboration across teams worldwide.

4. Customer Relationship Management (CRM)

. Cloud-based CRMs like Salesforce help manage customer data, sales, and marketing.

5. Enterprise Resource Planning (ERP)
. Cloud ERP systems (SAP, Oracle NetSuite) streamline finance, HR, and supply chain.
6. E-commerce & Retail
Cloud platforms host online stores, manage inventory, and process payments securely.
. Big Data Analytics
Cloud services (AWS Redshift, Google BigQuery) analyze large datasets for insights.
Used in finance, healthcare, marketing, and research.
. Artificial Intelligence & Machine Learning
Cloud Al services (Azure Al, Google AI, AWS SageMaker) enable predictive analytics,
chatbots, and automation.
9. Software Development & Testing

e [ ]

(0'e) [ ]

. Cloud platforms provide environments for rapid development, CI/CD pipelines, and testing.
10. Healthcare Applications
. Cloud stores patient records securely, supports telemedicine, and enables Al-driven

diagnostics.
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8. What is service level agreement in cloud computing? Explain SLA lifecycle.
A Service Level Agreement (SLA) in cloud computing is a formal contract between a cloud
provider and a customer that defines the expected quality of service (such as uptime,
availability, and response times). The SLA lifecycle includes stages like creation,
implementation, monitoring, enforcement, review, and termination/renewal.
The SLA Lifecycle
An SLA isn't just a piece of paper you sign and forget. It goes through several stages from
start to finish.
Stage 1: Discovering Service Providers
The customer looks for providers that meet their needs. They compare different SLAs (e.g.,
comparing Google’s uptime vs. Amazon’s) to see who offers the best guarantees for their
specific business.
Stage 2: Definition and Negotiation
This is where the "deal" is made.

« For big companies: They might negotiate custom terms (e.g., "I need 99.99% uptime

because my website is a bank").

o For small users: You usually just accept a "Standard SLA" by clicking "I Agree."
Stage 3: Service Deployment
The service starts. The provider sets up the virtual machines, storage, and networking as
agreed in the contract.
Stage 4: Monitoring and Management
This is the longest stage. Both the provider and the customer use tools to track the service.

« Are the servers actually online?

o Is the speed as fast as promised?

« Real-time data is collected to ensure the "promise" is being kept.
Stage 5: Evaluation and Reporting
At the end of a month or year, a report is generated. It compares the actual performance
against the promised performance. If the provider promised 99.9% but only gave 98%, the
report will show this "SLA Violation."
Stage 6: Termination or Renewal
Based on the reports, the customer decides:

« Renew: "The service was great, let's sign for another year."

o Terminate: "The service was bad and broke the SLA too often; I'm moving to a

different provider."
9.  Write short notes on.

a. Application of Cloud Computing
Cloud computing is widely used because it allows users to access data and services through
the internet. It is commonly used for online data storage, backup, and recovery of files. In
education, cloud computing supports online learning platforms, virtual classrooms, and digital
libraries. Businesses use cloud services for accounting, customer relationship management,
and teamwork applications. Cloud is also used in healthcare to store and manage patient
records securely. Social media platforms and email services also run on cloud computing. It
helps reduce cost, saves time, and increases flexibility. Cloud computing is an important part
of modern IT systems.
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b. Virtual Machine Security

Virtual machine security refers to protecting virtual machines from attacks, data loss, and
unauthorized access. Since many virtual machines run on one physical server, proper isolation
is very important. If one virtual machine is attacked, it should not affect others. Security tools
such as firewalls, antivirus software, and encryption are used to protect VMs. Access control
helps ensure only authorized users can use virtual machines. Regular updates and security
patches reduce system vulnerabilities. Secure hypervisor management is also necessary. VM
security ensures safe and reliable cloud services.

c. Cloud for IoT

Cloud for IoT means using cloud computing to store, manage, and analyze data generated by
[oT devices. [oT devices like sensors, smart watches, and smart meters generate a huge
amount of data. Cloud provides scalable storage and powerful processing for this data. It
allows real-time data analysis and monitoring from anywhere. Cloud also helps manage and
control IoT devices remotely. It improves performance and reduces local system load. Cloud
tfor IoT is used in smart homes, smart cities, healthcare, and industries. It makes [oT systems
more efficient and reliable.

d. Hybrid Cloud

Hybrid cloud is a cloud model that combines both public cloud and private cloud. It allows
data and applications to be shared between the two cloud environments. Sensitive and
confidential data is kept in the private cloud for security. Less important services and
applications are run on the public cloud. Hybrid cloud provides better flexibility and
scalability. It helps organizations manage workload efficiently. This model also reduces cost
by using public cloud resources. Hybrid cloud is widely used in large organizations.

e. Cloud Cost Model

Cloud cost model is a pricing system used by cloud service providers to charge users. In this
model, users pay only for the resources they use. Charges are based on storage space,
processing power, and data transfer. It eliminates the need for large initial investment in
hardware. This model helps organizations control and plan their expenses. Resources can be
increased or reduced anytime. It is also known as the pay-as-you-go model. Cloud cost model
makes cloud computing affordable and flexible.




21

Regular/Back Exam-2080, Bhadra
Diploma in I'T Engineering

1. What is cloud computing? Explain the characteristics of cloud computing.

Cloud computing is the delivery of computing services—such as servers, storage, databases,
networking, software, and analytics—over the internet (“the cloud”) instead of relying on local
hardware.

Characteristics of Cloud Computing

1. On-Demand Self-Service

. Users can provision computing resources (like servers or storage) automatically without
human intervention.

. Example: Launching a virtual machine on AWS EC2 instantly.

2. Broad Network Access

. Services are available over the internet and accessible from multiple devices (PCs,
smartphones, tablets).

. Ensures global reach and easy accessibility.

3. Resource Pooling

. Cloud providers pool resources (servers, storage, networks) to serve multiple customers.
. Resources are dynamically assigned and reassigned based on demand.

4. Rapid Elasticity

. Resources can scale up or down quickly depending on workload.

Example: E-commerce sites scaling during festive sales.
5. Measured Service
Cloud systems automatically control and optimize resource usage.

. Pay-as-you-go model: customers pay only for what they use.

6. High Availability & Reliability

. Cloud providers ensure redundancy and disaster recovery.

. Services are available 24/7 with uptime guarantees (e.g., 99.9%).

7. Security & Compliance

. Providers implement encryption, identity management, and compliance with standards

like GDPR, HIPAA.

2. What is virtual machine? Write down limitations and benefits of cloud computing.

A Virtual Machine (VM) is a software-defined computer that runs on a physical host machine
but acts as an independent system. It has its own operating system (OS), storage, and CPU
power, all "emulated" by software.

. Benefits of Cloud Computing

Cloud computing has changed how the world works because of these major advantages:
o Cost Efficiency (Pay-as-you-go): You don't have to buy expensive servers upfront. You "rent" them
and only pay for what you use, turning capital expenses into monthly operating costs.

« Scalability & Elasticity: If your website suddenly gets a million visitors, the cloud can
instantly add more servers to handle the load. When the traffic goes away, it shrinks
back to save money.

« Accessibility: Since your data is in the cloud, you can access it from any device (phone,

laptop, tablet) anywhere in the world as long as you have internet.
e Disaster Recovery: Cloud providers automatically back up your data across different geographic
locations. If one data center has a fire, your data is safe in another.
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e Automatic Updates: You don't have to worry about updating software or hardware; the cloud

provider handles all security patches and maintenance.
3. Limitations of Cloud Computing
Despite its power, the cloud has some "real-world" drawbacks:

o Internet Dependency: This is the biggest weakness. If your internet goes down, you lose access to
your data, your apps, and your business operations.

e Security & Privacy Risks: Storing sensitive data on someone else's server (like Amazon's or Google's)
means you are trusting them to keep it safe. If they have a breach, your data could be leaked.

e Vendor Lock-in: It is often very difficult and expensive to move your data from one provider (like
AWS) to another (like Azure). This "traps" businesses with one vendor.

e Limited Control: Since you don't own the hardware, you can't customize the "backend" infrastructure
exactly how you might want. You have to follow the provider's rules.

o Potential Downtime: Even giant companies like Google and Microsoft experience outages. If the
cloud provider has a technical failure, your business goes oftline, and there is nothing you can do but
wait.

1. Public Cloud

The Public Cloud is the most common deployment model. In this setup, a third-party service provider (like
Amazon, Microsoft, or Google) owns and manages all the hardware, software, and other supporting
infrastructure. You share these resources with other organizations (called "tenants").

e How it works: You access services and manage your account through a web browser.

e Pros: * Cost-effective: No need to buy hardware; you pay only for what you use.

o No maintenance: The provider handles all updates and repairs.
o High scalability: Resources are virtually unlimited to meet your needs.

e Cons: * Less control: You cannot customize the underlying hardware.

o Security concerns: Since it is a "multi-tenant" environment, it might not be suitable for highly
sensitive data.

e Examples: Amazon Web Services (AWS), Microsoft Azure, Google Cloud.

2. Private Cloud
A Private Cloud consists of computing resources used exclusively by one business or organization. It can be
physically located in the company’s on-site data center, or it can be hosted by a third-party service provider on
a dedicated server.
o How it works: The services and infrastructure are always maintained on a private network, and the
hardware is dedicated solely to your organization.
e Pros: * High Security: Since the hardware is not shared, it is the most secure option.
o Total Control: You can customize the environment to meet specific business needs.
o Compliance: Ideal for industries with strict data privacy laws (like banking or healthcare).
o Cons: * Expensive: High upfront costs for hardware and specialized IT staff.
o Maintenance: Your own team is responsible for management and updates.
o Examples: Government agencies, large financial institutions.
3. Hybrid Cloud
A Hybrid Cloud is a "best of both worlds" approach. It combines a private cloud with a public cloud, allowing
data and applications to move between them.
e How it works: A company might use the private cloud for sensitive data (like customer records) and
the public cloud for high-volume, less-sensitive tasks (like hosting a website or testing code).
e Pros: * Flexibility: You can move workloads between clouds as your needs change.
o Cost-efficiency: You only pay for extra "public" power when you actually need it (called
"Cloud Bursting").
o Ease of Transition: Allows companies to move to the cloud gradually.
e Cons: * Complexity: Managing two different environments and making sure they "talk" to each other
can be difficult.
o Example: A hospital that keeps patient records on a private server but uses the public cloud to run its
email system.
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4.List some cloud storage providers. Explain utility computing and Elastic Computing.
# Cloud Storage Providers
. Amazon Web Services (AWS S3) — scalable object storage.

. Microsoft Azure Storage — blob, file, and queue storage.

. Google Cloud Storage — secure, durable, and highly available.
. Dropbox — user-friendly file storage and sharing.

. Box — enterprise collaboration and storage.

. Apple iCloud — storage for Apple ecosystem users.
. IBM Cloud Object Storage — enterprise-grade storage solution
Utility Computing?
Utility computing is a service provisioning model where computing resources (such as
processing power, storage, memory, bandwidth, or even full virtual servers) are delivered on-
demand as a metered service — similar to how you pay for electricity, water, or gas utilities.
« You pay only for what you actually use (pay-as-you-go or pay-per-use), often billed by
the second, hour, or GB transferred/processed.
« No (or very low) upfront capital costs (CapEx)— instead, it's treated as operational
expense (OpEx).
o The provider handles the infrastructure, and you consume resources like a utility
without owning or maintaining hardware.
This model maximizes resource efticiency, reduces waste, and minimizes costs by avoiding
over-provisioning for peak loads.
Key Characteristics
« Metered billing based on consumption.
o On-demand availability (self-service provisioning).
« Often multi-tenant (shared infrastructure with logical isolation).
« Focuses on basic infrastructure resources (compute, storage, network).
Examples
« Amazon Web Services (AWS) EC2 (Elastic Compute Cloud) instances billed per second.
« Azure Virtual Machines or Google Compute Engine with pay-per-use pricing.
« Early pioneers like Amazon EC2 (launched 2006) popularized this as "utility-style"
computing.
Utility computing is often seen as a core foundation or subset of cloud computing — many
sources describe cloud computing as the realization of the utility computing vision.
What is Elastic Computing?
Elastic computing (or cloud elasticity) refers to the ability of a cloud system to
automatically and rapidly scale resources up or down in response to real-time changes in
workload or demand — without manual intervention or service disruption.
« "Elastic" like a rubber band: stretches (scale out/up) during high demand and contracts
(scale in/down) when demand drops.
« Matches allocated resources closely to actual needs at any moment.
« Key enabler of cost savings and performance: avoid paying for idle capacity or suftering
slowdowns/under-provisioning.
Elasticity is one of the defining features of cloud computing (along with on-demand self-
service, broad network access, resource pooling, and measured service — per NIST definition).
Types of Elasticity
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Vertical elasticity (scale up/down): Increase/decrease resources (CPU, RAM) on an
existing instance/ VM.
Horizontal elasticity (scale out/in): Add/remove instances/VMs/containers (e.g.,
auto-scaling groups).
Often automated via rules, metrics (CPU utilization >70% — add servers), or Al-driven
predictions.

5. Define web services. Differentiate between platform as service and infrastructure as

service.

A Web Service is a standardized way for two applications or electronic devices to
communicate with each other over a network (usually the internet). It acts as a "bridge" that
allows different software systems—even those written in different programming languages—
to exchange data.
Differentiate between platform as service and infrastructure as service.

S.N. || Feature Infrastructure as a Service (IaaS) Platform as a Service (PaaS)
1 Definition Provides raw virtualized hardware Provides a pre-configured
(Servers, Storage, Networking). environment to build and run apps.
2 M c You manage the OS, runtime, The provider manages the OS,
anagemen middleware, and data. runtime, and middleware.
3 Primary Goal To provide maximum flexibility and To simplity the development
control over infrastructure. process and speed up coding.
Network Architects and System Software Developers and
4 Target User >
Administrators. Programmers.
Highest control (You choose the OS, Moderate control (You only
5 Control . .
version, and security). control the app and data).
- You are responsible for security The provider handles all security
6 Responsibility patches and OS updates. patches and OS updates.
. Ease of Use Complex; requires deep technical Easy; requires .only knowledge of
knowledge of I'T systems. the programming language.
o1 Manual or semi-automated; you Highly automated; the platform
8 Scalability configure the rules. usually handles scaling for you.
9 Cost Model Pay for the Tesources you reserve Pay for the platform usage or based
(e.g., a specific VM size). on app performance.
Amazon EC2, Google Compute Google App Engine, Heroku, AWS
10 Examples Engine, Microsoft Azure VM. Elastic Beanstalk.
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6. What do you mean by cloud file system? Explain about Big table and H Base.

A Cloud File System is a hierarchical storage system hosted in the cloud that allows multiple
users or applications to share access to files over a network. Unlike a local file system on your
computer, a cloud file system abstracts the physical hardware, spreading data across many
servers to ensure it is always available and safe.

# Explain about Big table and H Base.

Google Bigtable

Bigtable is Google’s high-performance, NoSQL database. It is not a relational database (no
SQL, no joins). Instead, it is a Sparse, Distributed, Multi-dimensional Sorted Map.

The "Three Dimensions" of Bigtable:

To tind any piece of data in Bigtable, you need three things:

1. Row Key: A string that identifies the row (e.g., a URL or a User ID). Rows are sorted
alphabetically, making "range scans" incredibly fast.

2. Column Key: Columns are grouped into Column Families (e.g., "Personal_Info" or
"Billing"). Inside a family, you can have infinite "Column Qualifiers."

3. Timestamp: This is the 3rd Dimension. Bigtable stores multiple versions of the same
cell. I you change your phone number, Bigtable keeps the old one with an old
timestamp and the new one with a new timestamp.

3. Apache HBase

HBase is the open-source version of Bigtable, built to run on top of Hadoop (HDFS). It
provides random, real-time read/write access to Big Data.

The Components of HBase:

o HMaster: The "Manager." It coordinates the cluster, assigns data to servers, and
handles load balancing.

« RegionServer: The "Worker." It stores a "slice" of the table called a Region. If a table
gets too big, it is split into multiple regions and spread across many servers.

o Zookeeper: The "Traftic Controller." It tracks which servers are alive and helps the
client find where the data is located.

« MemStore & HFile: When you write data, it first goes to memory (MemStore). Once
full, it is "tlushed" to a permanent file on the disk (HFile).

7. Explain the features and functions of Xen cloud platforms.

Answer: Xen Cloud Platform (XCP) is an open-source, enterprise-ready server
virtualization platform based on the Xen hypervisor.

Features

« Open Source: XCP is an open-source product.

« Hypervisor: It relies on the Xen hypervisor, a type-1 (bare-metal) hypervisor, for
virtualization operations.

 Virtualization: [t supports paravirtualization and full virtualization using hardware
assistance.

« Management: It includes the Xen API (XAPI) toolstack for management, which
provides an API for orchestration with other cloud platforms.

« Resource Pools: It can manage pools of host systems.

« Live Migration: Features include live VM migration (Storage XenMotion).

« Networking: It offers pre-integrated network functionality, such as Open vSwitch
support.




26

e Monitoring: It provides real-time performance monitoring and detailed metrics for consumption-

based charging.
Functions
¢ Server Consolidation: Enables I'T administrators to consolidate server workloads, improving
efficiency.

¢ Cloud Computing: Provides out-of-the-box virtualization and cloud computing capabilities.

o Isolation and Multi-tenancy: Offers isolation and multi-tenancy capabilities, which are essential for
cloud providers.

¢ Cost Reduction: Aims to reduce cloud computing costs while enabling faster business operations.

o Infrastructure Services: Provides virtual infrastructure services with security, availability,
performance, and isolation across private and public cloud.

8. Explain Open Nebula and Apache virtual computing Lab

OpenNebula

OpenNebula is an open-source cloud computing platform used to build and manage Enterprise Clouds. It is
known for being lightweight, easy to install, and highly flexible.

Key Features:

e Hybrid Cloud Support: It can manage local resources (Private Cloud) and easily "burst" into public
clouds like AWS or Azure when more power is needed.

o Infrastructure Agnostic: It doesn't care which hypervisor you use. It works with KVM, VMware,
and Xen all at the same time.

e Self-Service Portal: It provides a user-friendly web interface (called Sunstone) where users can click a
button to launch their own virtual machines without asking an I'T admin.

e Multi-Tenancy: It allows a large company to divide its cloud into "Virtual Data Centers" for different
departments (e.g., Marketing, HR, Dev), keeping their data and billing separate.

How it Works (Functions):

1. Resource Orchestration: It keeps track of all physical servers and decides where to place a new VM
based on which server has the most free RAM.

2. Storage Management: [t organizes different types of storage (like local disk, SAN, or distributed
systems like Ceph) into a single pool.

3. Virtual Networking: It manages virtual switches and firewalls to ensure VMs can talk to each other
securely.

2. Apache Virtual Computing Lab (VCL)

Apache VCL is a specialized cloud platform originally developed by North Carolina State University. Its
primary goal is to deliver customized environments to users on demand, primarily in educational and
research settings.

Key Features:

e Reservation-Based: Unlike a standard cloud where you leave servers running, VCL is designed for
booking. A student might reserve a "Matlab Machine" for 2 hours for a lab session.

o Image Library: It stores a library of "Images" (pre-configured OS + Software). When a user makes a
reservation, VCL automatically installs that image onto a bare-metal server or a VM.

e Bare-Metal Support: One unique feature is that VCL can deploy an OS directly onto a physical "bare-
metal" server, not just virtual machines.

o Brokerage System: It acts as a middleman (broker) that connects a user's request to an available
resource.

How it Works (Functions):

1. Scheduling: It manages a calendar of reservations. When your time is up, VCL automatically wipes
the machine clean for the next user.

2. Dynamic Provisioning: It can change the purpose of a server on the fly. In the morning, a server
might run Linux for a CS class; in the afternoon, it might be wiped and re-imaged with Windows for
an Accounting class.

3. End-User Access: Users typically access their reserved VCL machine via Remote Desktop (RDP) or
SSH through a simple web browser login.
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9. Explain security and infrastructure related to cloud for the enterprise as service.
security in Cloud for Enterprise
Cloud security ensures that enterprise data, applications, and services hosted on cloud
platforms remain protected. Key features include:
« Data Protection
o Encryption (at rest and in transit).
o Secure key management systems.
Identity & Access Management (IAM)
o Role-based access control (RBAC).
o Multi-factor authentication (MFA).
« Network Security
o Firewalls, intrusion detection/prevention systems (IDS/IPS).
o Virtual Private Networks (VPNs) and secure tunneling.
« Compliance & Governance
o Adherence to standards like ISO 27001, GDPR, HIPAA.
o Regular audits and monitoring:.
o Threat Management
o Continuous monitoring with SIEM (Security Information and Event
Management).
o Automated patching and vulnerability scanning.
« Disaster Recovery & Backup
« Redundant storage and geo-distributed backups.
« Business continuity planning.

_* Infrastructure in Cloud for Enterprise
Cloud infrastructure provides the backbone for delivering enterprise services. It is designed
for scalability, reliability, and performance.
« Compute Resources
o Virtual machines, containers, and serverless computing.
o Elastic scaling to meet workload demands.
« Storage Systems
o Object storage (e.g., Amazon S3, Azure Blob).
o Block storage and distributed file systems.
« Networking
o Software-defined networking (SDN).
o Load balancers and content delivery networks (CDN?s).
« Virtualization Layer
o Hypervisors (Xen, VMware, Hyper-V).
o Resource pooling for multi-tenancy.
« Management & Orchestration
o Cloud management platforms (OpenStack, Kubernetes).
o Automated provisioning and monitoring.
« Service Models
 laaS (Infrastructure as a Service): raw compute/storage/network.
« PaaS (Platform as a Service): development and deployment environment.
« SaaS (Software as a Service): ready-to-use applications.
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10. Write short notes on
a) Web Applications and Web APIs
Web Applications are software programs that run on a web server and are accessed by users
through a web browser (like Chrome or Safari). Unlike traditional software, they don't need to
be installed on a local computer.

« Key Feature: They use a Client-Server model. The "Client" is your browser, and the
"Server" handles the logic and data.

« Examples: Gmail, Facebook, and Online Banking portals.

Web APIs (Application Programming Interfaces) are the "messengers" that allow two
different web applications to talk to each other. They act as an interface through which a
service can be requested by another program.

« Standard Protocols: Most modern Web APIs use REST (Representational State
Transter) and communicate using JSON or XML data formats over HTTP.

« Function: An API allows you to use someone else's data or service in your own app.
For example, a travel website uses a "Weather API" to show you the temperature of
your destination.

b) Cloud Architecture

Cloud Architecture refers to the structural design of a cloud computing environment. It
describes how all the individual components (servers, storage, networks, and software) are
integrated to provide a seamless cloud service.

It is generally divided into two main parts:

1. Front-End: This is the side the user sees. It includes the user interface (web browser or
app) and the network used to access the cloud.

2. Back-End: This is the "brain" of the cloud. It includes:

o Management Server: Coordinates the traffic and ensures everything runs
smoothly.
o Deployment Models: (Public, Private, or Hybrid).
o Service Models: (IaaS, PaaS, SaaS).
o Security & Storage: Firewalls and virtualized hard drives that protect and store
data.
Key Goals of Cloud Architecture:
« High Availability: Ensuring the system never goes down.
o Fault Tolerance: The ability to keep running even if one component fails.
« Scalability: Growing or shrinking based on user demand.
c¢) Cloud Data Stores
Cloud Data Stores are specialized databases and storage systems designed to handle the
massive, often "messy" data generated in the cloud. Unlike traditional SQL databases, they are
built to be distributed across many servers.
Types of Data Stores:

« Relational (SQL): Used for structured data with strict rules (e.g., Google Cloud SQL,

AWS RDS). Best for financial transactions.
e Non-Relational (NoSQL): Designed for high speed and massive scale. These include:
o Key-Value Stores: (e.g., Redis).
o Wide-Column Stores: (e.g., Bigtable or HBase).
o Document Stores: (e.g., MongoDB).

« Object Storage: Used for unstructured data like images, videos, and backups (e.g., Amazon S3).
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1. Define cloud computing. Explain its characteristics.

Definition: Cloud Computing is the on-demand delivery of computing power,
database storage, applications, and other I'T resources via the internet with pay-
as-you-go pricing. Instead of owning and maintaining physical data centers and
servers, you access technology services from a provider like Amazon Web Services
(AWS), Microsoft Azure, or Google Cloud.

Characteristics.

1.

On-Demand Self-Service: Users can provision computing capabilities (like
server time or network storage) automatically as needed, without requiring
human interaction with the service provider.

Broad Network Access: Capabilities are available over the network and
accessed through standard mechanisms (e.g., web browsers or mobile apps)
on various platforms like mobile phones, tablets, laptops, and workstations.

. Resource Pooling: The provider’s computing resources are pooled to serve

multiple consumers using a multi-tenant model, with different physical and
virtual resources dynamically assigned and reassigned according to demand.
Rapid Elasticity: Capabilities can be elastically provisioned and released, in
some cases automatically, to scale rapidly outward and inward
commensurate with demand. To the consumer, the resources available often
appear to be unlimited.

. Measured Service: Cloud systems automatically control and optimize

resource use by leveraging a metering capability. Resource usage can be
monitored, controlled, and reported, providing transparency for both the
provider and consumer (pay-per-use

. Differentiate between information model and data model for virtual

machine.

S.N. || Feature Data Model

Information
Model

Level of High-level Low-level
Abstraction (Conceptual). (Technical/Concrete).

Designed for
business analysts
and architects.

Target
Audience

Designed for developers,
DBAs, and implementers.
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3. Explain Public and private cloud.

Public Cloud

A public cloud is a cloud computing environment owned and operated by a third-party
provider (e.g., hyperscalers like AWS, Microsoft Azure, Google Cloud). Resources such as
virtual machines, storage, databases, and applications are delivered over the internet and
shared among multiple unrelated organizations or users (multi-tenant model). Isolation
between tenants is achieved through software-defined logical separation, virtualization, and
strong security controls.

Key characteristics

o Multi-tenant shared infrastructure.

o Fully managed by the provider (hardware, networking, security of the underlying

platform).

e On-demand, pay-as-you-go or subscription pricing (no large upfront costs).

« Global scale with data centers worldwide for low latency.

Advantages

« Cost-effective (pay only for what you use, no hardware ownership).

« Rapid scalability and elasticity (auto-scale in seconds).

« Fastinnovation access (latest Al, serverless, edge services).

« Minimal maintenance (provider handles patching, uptime ~99.99%).
Disadvantages

o Less direct control over hardware/location.

« Potential compliance hurdles for highly regulated industries.

+ Shared environment (though "noisy neighbor" issues are rare with modern isolation).
Examples — AWS, Microsoft Azure, Google Cloud Platform, Oracle Cloud, Alibaba Cloud.
Best for — Startups, web/SaaS apps, variable workloads, dev/test, cost-sensitive projects,
AI/ML training.

Private Cloud

A private cloud is a dedicated cloud environment used exclusively by one organization
(single-tenant). It provides cloud-like benetits (on-demand provisioning, virtualization, self-
service) but with full isolation and control. It can be:

e On-premises (in your own data center).

« Hosted (dedicated infrastructure from a provider, e.g., managed private cloud).

Key characteristics

« Single-tenant (no sharing with other organizations).

« Customizable hardware, networking, security policies.

« Often uses the same tech stack as public clouds (e.g., VMware, OpenStack, KVM).
Advantages

« Highest security, privacy, and compliance (ideal for GDPR, HIPAA, PCI-DSS,

sovereign data rules).

« Full control and predictable performance (no resource contention).

Disadvantages

« Higher cost (CapEx for hardware + OpEx for management).

 Limited scalability (requires planning/hardware purchases).

Examples — On-prem VMware vSphere, OpenStack, Nutanix; Hosted: AWS Outposts,
Azure Stack, Google Anthos on-prem, OVHcloud Private Cloud.
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4. What do you mean by utility computing and elastic computing? Explain

Utility Computing: Utility computing is a model where computing resources (like storage,
processing power) are provided to users like a utility service—similar to electricity or water.
Users pay based on usage rather than owning the infrastructure. It makes I'T cost predictable
and efficient.

Characteristics

1. Pay-per-use model — Customers are billed based on actual usage (CPU hours, GB of
storage, bandwidth).

2. On-demand provisioning — Resources can be requested instantly without manual
intervention.

3. No upfront investment — Eliminates capital expenditure on hardware/software.
4. Scalability — Enterprises can increase or decrease resources as needed.

5. Standardized services — Delivered in a uniform way to multiple customers.

6. Service Level Agreements (SLAs) — Providers guarantee uptime, performance, and
reliability.

Examples

. Amazon EC2: Renting virtual servers by the hour.

. Google Cloud Compute Engine: Pay for VM instances and storage.

. Microsoft Azure Virtual Machines: Metered billing for compute and storage.
Benefits

. Cost efficiency (no idle resources).

. Flexibility for startups and enterprises.

. Simplifies I'T management by outsourcing infrastructur

lastic Computing

Meaning

Elastic computing refers to the dynamic ability of cloud systems to automatically scale
resources up or down depending on workload demand. It ensures that applications always
have the right amount of resources without manual intervention.

Characteristics

1. Automatic scaling — Resources (CPU, memory, storage) expand during peak demand
and shrink during low demand.

2. High availability — Ensures applications remain responsive even under heavy load.

3. Cost optimization — Prevents over-provisioning and reduces wastage.

4. Flexibility — Supports unpredictable workloads and seasonal spikes.

5. Integration with orchestration tools — Works with Kubernetes, Docker Swarm, or cloud
auto-scaling groups.

Examples

. AWS Auto Scaling Groups: Automatically add/remove EC2 instances.

. Microsoft Azure Autoscale: Adjusts VM scale sets based on metrics.

. Rubernetes Horizontal Pod Autoscaler (HPA): Scales containers based on
CPU/memory usage.

Benefits

. Smooth user experience during traffic surges.

. Reduced operational overhead (no manual scaling).

. Efficient resource utilization.
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5.Explain software as a service and platform as a service.
Software as a Service (SaaS)
. Definition: SaaS is a cloud computing model where software applications are delivered
over the internet on a subscription or pay-per-use basis. Users don’t need to install, maintain,
or update the software; everything is managed by the provider.
. Characteristics:

1. Hosted by provider — Applications run on provider’s servers.
2. Accessible via browser — No installation required, works on multiple devices.
3. Multi-tenancy — Same software instance serves multiple customers securely.
1. Automatic updates — Provider handles patches and upgrades.
5. Scalability — Easy to add/remove users.
. Examples: Gmail, Microsoft Oftice 365, Salestorce, Dropbox, Zoom.
. Advantages:
Cost-effective (no hardware/software purchase).
. Easy collaboration (shared access).
. Quick deployment.
. Limitations:
. Less customization.
. Dependence on internet connectivity.
Platform as a Service (PaaS)
. Definition: PaaS provides a cloud-based platform with tools, frameworks, and runtime
environments for developers to build, test, and deploy applications.
. Characteristics:

1. Complete development environment — Includes OS, middleware, databases, and runtime.
2. Focus on coding — Developers concentrate on application logic; provider manages
infrastructure.

3. Supports multiple languages/frameworks — Java, Python, .NET, Node js, etc.

4. Scalable deployment — Applications can scale automatically.

5. Integration — Works with APIs, DevOps pipelines, and cloud services.

. Examples: Google App Engine, Microsoft Azure App Services, Heroku, IBM Cloud

Foundry.

. Advantages:

. Faster development cycles.

. Reduces complexity of managing servers.

. Encourages innovation and agility.

. Limitations:

. Vendor lock-in (dependent on provider’s tools).
. Limited control over underlying infrastructure

6. Describe various security issues in cloud.

Security Issues in Cloud Computing

When an enterprise moves data to the cloud, it faces unique security challenges because it is
giving up physical control of its hardware.

1. Data Breaches

Since the cloud is a "multi-tenant" environment, if the provider's security is weak, a hacker
might gain access to multiple companies' data at once.
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2. Identity and Access Management (IAM) Failures

Weak passwords or lack of Multi-Factor Authentication (MFA) are the biggest risks. If a single "Root"
account is hacked, the attacker can delete an entire company's infrastructure.

3. Data Loss and Permanent Deletion

While cloud providers keep backups, accidental deletion by a user or a malicious "insider" can lead to
permanent data loss if there isn't a robust disaster recovery plan.

4. Insecure APIs

Most cloud services are managed via APIs. If these APIs are not encrypted or have "bugs," they become an
open door for attackers to inject malicious code.

5. Denial of Service (DoS) Attacks

Attackers can flood a cloud service with fake traffic, making it unavailable to legitimate users. Because the
cloud is "Elastic," this can also lead to a "bill shock" as the system tries to scale up to handle the fake traffic.
6. Insider Threats

A disgruntled employee at the cloud provider (or within your own company) has high-level access and could
steal data or sabotage systems without being detected.

7. Lack of Transparency (The "Black Box" Problem)

Enterprises often don't know exactly where their data is physically stored or who exactly has access to the
physical servers, making it hard to comply with strict privacy law

7. Explain the history of cloud computing in brief.

The 1960s: The "Intergalactic" Vision

The conceptual seed was planted by J.C.R. Licklider, who envisioned an "Intergalactic Computer Network"
where everyone could access data from anywhere. During this time:

e Mainframes: Large computers were shared by multiple users through a process called Time-Sharing.

e John McCarthy: A computer scientist who famously predicted that "computation may someday be
organized as a public utility," much like water or gas.

2. The 1970s & 80s: The Virtualization Era
This era introduced the technology that makes the cloud possible: the Virtual Machine (VM).
IBM: Developed the VM operating system, allowing one physical mainframe to run multiple "virtual"systems.

e This proved that hardware could be "sliced" and shared efficiently.

3. The 1990s: The Birth of the "Cloud" Symbol
The term "Cloud" began to appear in the telecommunications industry.

e Providers started using the Cloud symbol in technical diagrams to represent the "empty space" of the
network where they handled the routing of data, so the user didn't have to worry about the
complexity.

e Grid Computing: Scientists started connecting many computers to solve a single massive problem, a
precursor to modern cloud scaling.

4. 1999: Salesforce and SaaS

A major milestone occurred when Salesforce.com launched. They were the first to deliver successful
enterprise-level applications through a simple website. This proved that Software as a Service (SaaS) was a
viable business model.

5. 2002-2006: The Modern Cloud Era (AWS)

Amazon changed everything. They realized they had massive amounts of unused computer power after the
holiday shopping season.

e 2002: Amazon launched Amazon Web Services (AWS), allowing developers to rent their extra
server space.

e 2006: They launched EC2 (Elastic Compute Cloud) and S8 (Simple Storage Service), effectively
creating the "Cloud" as we know it today—Infrastructure as a Service (IaaS).

6. 2008—Present: The Big Three & Beyond
The market exploded as other giants joined:

e 2008: Google released Google App Engine (PaaS).

e 2010: Microsoft launched Windows Azure (now Microsoft Azure).

e Current State: Today, we live in the "Cloud-First" era, moving toward Serverless Computing and
Edge Computing, where the cloud is integrated into everything from cars to refrigerators.
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8. List out cloud computing platforms. Explain any two of them.
List of Major Cloud Platforms

© XN e

10.

Amazon Web Services (AWS)

Microsoft Azure

Google Cloud Platform (GCP)

IBM Cloud

Oracle Cloud

VMware Cloud

Salestorce Cloud

Alibaba Cloud

OpenStack (open-source cloud platform)
Red Hat OpenShift (hybrid cloud platform)

1. Amazon Web Services (AWS)

Overview:

Launched in 2006, AWS is the world’s largest and most widely adopted cloud platform. It offers
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

O e o=

Key Features:

Compute Services — EC2 (Elastic Compute Cloud) provides scalable virtual servers.

Storage Services — S8 (Simple Storage Service) for object storage, Elastic Block Store for block storage.
Networking — Virtual Private Cloud (VPC), load balancing, and CloudFront CDN.

Databases — RDS (Relational Database Service), DynamoDB (NoSOL), Redshift (data warehouse).
AI/ML Tools — SageMaker for machine learning model development.

Global Reach — Data centers across multiple regions worldwide.

Advantages:

Highly scalable and flexible.

Pay-as-you-go pricing model.

Rich ecosystem of services and integrations.

Strong reliability and global availability.

Use Cases:

Hosting websites and applications.

Big data analytics and machine learning.

Enterprise applications and ERP systems.

[oT solutions and mobile backends.

. Microsoft Azure

Overview:

Launched in 2010, Azure is Microsoft’s cloud computing platform offering IaaS, PaaS, and SaaS solutions. It is
tightly integrated with Microsoft products like Windows Server, Active Directory, and Oftice 865, making it
popular among enterprises.

M o e

Key Features:

Compute Services — Azure Virtual Machines, Azure Functions (serverless computing).
Storage Services — Blob Storage, Disk Storage, and File Storage.

Networking — Azure Virtual Network, VPN Gateway, and CDN.

Databases — Azure SQL Database, Cosmos DB (multi-model NoSQL).

AI/ML Tools — Azure Cognitive Services, Machine Learning Studio.

Hybrid Cloud Support — Azure Stack allows integration with on-premises infrastructure.
Advantages:

Strong integration with Microsoft ecosystem (Office 365, Windows, Active Directory).
Enterprise-friendly with compliance and security features.

Supports hybrid and multi-cloud deployments.

Wide range of developer tools and DevOps support.

Use Cases:

Enterprise applications and ERP systems.
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. Hybrid cloud solutions for organizations with on-premises infrastructure.
. Al services and cognitive applications.
. DevOps pipelines and continuous integration/continuous deployment (CI/CD).
9. Explain Big table, H base.
Bigtable
Introduction
. Bigtable is a distributed storage system developed by Google in 2004
. It was designed to handle massive amounts of structured data across thousands of commodity servers.
. It is the backbone of many Google services such as Google Search, Google Maps, Google Earth, and
Gmail.
Architecture
1. Data Model
. Data is stored in tables.
. Each table is a sparse, multidimensional map indexed by:
. Row key (unique identifier for each row).
. Column family (groups of related columns).
. Timestamp (for versioning).
. This allows efficient storage of billions of rows and thousands of columns.
2. Components
. Master Server: Manages metadata, assigns tablets to tablet servers.
. Tablet Servers: Store and serve subsets of tables (called tablets).
. Google File System (GFS): Provides reliable, distributed storage.
. Chubby Lock Service: Provides synchronization and coordination.
Features
. Scalability: Can scale to petabytes of data across thousands of machines.
. Low Latency: Optimized for fast read/write operations.
. Fault Tolerance: Replication across multiple servers ensures reliability.
. Flexibility: Supports time-series data, large-scale analytics, and real-time applications.
Use Cases
. Google Search indexing.
. Google Maps/Earth data storage.
. Financial data analysis.
. IoT and sensor data management.
HBase
Introduction
. HBase is an open-source, distributed, column-oriented database modeled after Google Bigtable.
. [t was introduced in 2008 as part of the Apache Hadoop ecosystem.
. It provides real-time read/write access to large datasets stored in HDFS (Hadoop Distributed File
System).
Architecture
1. Data Model
. Similar to Bigtable: tables, rows, column families, and timestamps.
. Each row is identified by a row key.
Data is stored in HDF'S for persistence.
2. Components
. HMaster: Coordinates region servers, handles metadata.
. Region Servers: Manage regions (subsets of tables).
. ZooReeper: Provides coordination and failure detection.
. HDFS: Provides distributed storage.
Features
. Scalability: Can handle billions of rows and millions of columns.
. Fault Tolerace: Built on HDFS with replication.»  Real-time Access: Unlike Hadoop MapReduce

(batch processing), HBase supports random, real-time read/write.
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10. Explain security management regarding cloud computing. What is the usage of "
EUCALYPTUS" in cloud cloud computing?.

Security Management in Cloud Computing

Security management is the set of policies, technologies, and controls deployed to protect data,
applications, and the associated infrastructure of cloud computing. It is often described using
the Shared Responsibility Model.

Key Pillars of Cloud Security Management:

o Identity and Access Management (IAM): This is the core of security. It defines who
can do what. It uses Role-Based Access Control (RBAC) and Multi-Factor
Authentication (MFA) to ensure that only authorized personnel can access sensitive
resources.

« Data Encryption: * At Rest: Encrypting data stored on disks using algorithms like
AES-256.

o In Transit: Using SSL/TLS protocols to protect data as it moves between the
user and the cloud.

« Network Security: This involves using Virtual Private Clouds (VPCs), subnets, and
security groups (virtual firewalls) to isolate traffic. Intrusion Detection and
Prevention Systems (IDS/IPS) are also used to monitor for malicious activity.

« Compliance and Governance: Organizations must follow legal standards (like GDPR,
HIPAA, or PCI-DSS). Security management includes regular audits and automated
compliance checks provided by the cloud vendor.

« Vulnerability Management: Regularly scanning the cloud environment for "holes" or
outdated software that hackers could exploit.

2. Usage of "EUCALYPTUS" in Cloud Computing

EUCALYPTUS (Elastic Utility Computing Architecture for Linking Your Programs To
Useful Systems) is an open-source software framework used to build AWS-compatible
private and hybrid clouds.

The Primary Usages of Eucalyptus:

1. AWS Compatibility (The "Special Sauce'"): Eucalyptus is designed to be API-
compatible with Amazon Web Services. This means you can use the same tools (like
AWS CLI) and scripts to manage a private Eucalyptus cloud that you would use for the
public AWS cloud.

2. Building Private Clouds: It allows an organization to turn its own physical data center
into a private cloud. It provides a "cloud-like" experience (self-service, elasticity) on the
company’s own hardware.

3. Hybrid Cloud Integration: Because it mimics AWS, it is perfect for hybrid clouds. A
company can run its daily workload on a private Eucalyptus cloud and "burst" into the
public AWS cloud during peak times without changing their code.

4. Development and Testing: Developers can test their applications on a local
Eucalyptus environment for free before deploying them to the expensive public AWS
environment.

5. Research and Education: Since it is open-source, it is widely used in universities to
study the inner workings of cloud orchestration without needing a credit card for a
public provider.
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11. Write short notes on.
a) Storage as a Service (STaaS)
Storage as a Service (STaaS) is a business model where a large cloud provider (like AWS,
Google, or Azure) rents out their storage infrastructure to individuals or companies. It follows
a "pay-as-you-go" model, similar to how you pay for electricity.
« Key Concept: Instead of buying expensive physical servers and hard drives, a company
rents space on the provider's servers.
« Types of Storage:
o Object Storage: Best for massive amounts of unstructured data (e.g., photos,
videos, backups). Example: Amazon S3.
o Block Storage: Acts like a raw hard drive attached to a virtual machine; ideal for
databases. Example: Amazon EBS.
o File Storage: Provides a shared folder that multiple users can access
simultaneously.
« Benefits:
o Cost Efficiency: Moves costs from Capital Expenditure (buying hardware) to
Operational Expenditure (monthly subscription).
o Scalability: You can increase your storage from 1GB to 1PB instantly without
touching a single wire.
o Disaster Recovery: Providers store multiple copies of your data in different
geographic locations, ensuring it’s safe if one data center fails.

b) Cloud File System
A Cloud File System is a hierarchical way of storing and organizing data in the cloud. It allows multiple
users, applications, or virtual machines to share access to the same set of files over a network (usually via

protocols like NI'S or SMB).
e How it Works: It organizes data into the familiar structure of files and folders. While the user sees a

simple folder tree, the underlying cloud system might be spreading those files across hundreds of
different physical servers for safety.

¢ Key Features:
o Shared Access: Unlike a local hard drive, a cloud file system is designed for concurrency,

meaning many people can read and edit the same files at once.

o Global Namespace: It provides a single, consistent view of all data, even if that data is
physically stored in different countries.

o Data Consistency: It ensures that when one person updates a file, everyone else sees the
updated version immediately (or very shortly after).

e Use Cases: It is commonly used for Content Management Systems (CMS), shared development
environments, and big data analytics where multiple "worker" machines need to read the same data
set.

c) Web Applications (Optional Third Note)
A Web Application is software that runs on a remote server and is accessed by users through
a web browser (like Chrome or Safarti).
« Architecture: Most use a 3-tier architecture:
1. Presentation Tier: The user interface (HTML/CSS) in your browser.
2. Application Tier: The "logic" (Java, Python, PHP) running on the cloud server.
3. Data Tier: The database (SQL/NoSQL) where information is stored.

« Key Advantage: It is platform-independent. As long as you have a browser and an

internet connection, the app will work the same on Windows, Mac, or a mobile phone.

« Examples: Google Docs, Trello, and online banking sites.
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Q, explain the vartual machine in cloud computing
A virtual machine 1s a software-based emulation of a physical computer that runs
an operating system and applications just like a real computer would. It is created
and runs on a physical server (called a hypervisor or host machine) and can
execute programs and operating systems independently while sharing the
underlying hardware resources with other virtual machines.
Characteristics of Virtual Machines
« Independence: Each VM has its own operating system, applications, and
configuration independent of others
« Portability: VMs can be moved between different physical servers without
modification
« Scalability: Can quickly create or destroy VMs based on demand
« Flexibility: Support multiple operating systems (Windows, Linux, etc.) on
the same physical hardware
« Cost-effective: Multiple VMs share one physical server, reducing hardware
costs
« Snapshot capability: VMs can be backed up and restored to previous states
« Multi-tenancy: Multiple users/organizations can run separate VMs on
shared infrastructure
Advantages of Virtual Machines
« Hardware Efficiency: Multiple VMs on one physical server maximize
hardware utilization
« Reduced Costs: Lower capital expenditure and operational expenses
compared to physical servers
« Easy Backup and Recovery: VMs can be easily backed up and quickly
restored in case of failure
Disadvantages of Virtual Machines
« Performance Overhead: Virtualization adds a small performance penalty
compared to bare-metal execution
« Complexity: Managing VMs requires specialized knowledge and tools
« License Costs: Operating system and software licenses may need to be
purchased per VM
Q. Define cloud storage,
Cloud storage 1s a model of data storage where digital information (files,
documents, images, videos, backups, etc.) is stored on remote servers managed by
a third-party provider, instead of being kept on your personal computer or local
hard drive. These servers are located in large data centers and are accessible via
the internet.
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Q. write down advantage and disadvantage of cloud computing.
Advantages of Cloud Computing

1

6.

. Cost Savings
o No need to invest in expensive hardware or I'T infrastructure.
o Pay-as-you-go pricing reduces upfront costs.

. Scalability & Flexibility
o Resources (storage, computing power) can be scaled up or down instantly based
on demand.
o Ideal for businesses with fluctuating workloads.
. Accessibility
o Data and applications can be accessed from anywhere with an internet
connection.
o Supports remote work and global collaboration.
Collaboration
o Multiple users can work on the same files in real-time.
o Improves productivity and teamwork.
. Automatic Updates & Maintenance
o Cloud providers handle software updates, security patches, and server
maintenance.
o Saves time and reduces I'T workload.
Disaster Recovery & Backup

Cloud systems often include redundancy and backup features.
Ensures data safety in case ot hardware failure.

X Disadvantages of Cloud Computing.

1

2

[€)

4

. Internet Dependency
o Requires a stable internet connection; downtime can block access.
. Security & Privacy Concerns
o Data is stored on third-party servers, raising risks of breaches or unauthorized
access.
. Limited Control
o Users rely on providers for infrastructure and updates, reducing direct control.
. Hidden Costs
o While cheaper upfront, long-term subscription fees can add up.
o Extra charges for bandwidth, storage, or premium features.
. Downtime Risks
o Even top providers may face outages, affecting availability of services.
. Data Transfer & Compliance Issues
Moving large amounts of data to/from the cloud can be slow and costly.
Legal compliance (GDPR, HIPAA) can be complex when data is stored globally.
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Q. write the benefit of cloud computing

Benefits

1. Cost Efficiency

. Eliminates the need for expensive hardware and on-site servers.

. Pay-as-you-go pricing reduces upfront investment.

2. Scalability & Flexibility

. Resources (storage, processing power) can be scaled up or down instantly.
. Perfect for businesses with fluctuating workloads.

3. Accessibility

. Data and applications are available from anywhere with an internet connection.
. Supports remote work and global collaboration.

4. Collaboration

. Multiple users can work on the same files in real-time.

. Enhances teamwork and productivity.

5. Automatic Updates & Maintenance

. Cloud providers handle software updates, patches, and server maintenance.
. Saves time and reduces I'T burden.

6. Disaster Recovery & Backup

. Built-in redundancy ensures data safety.

. Quick recovery in case of hardware failure or cyberattack.

7. Innovation & Speed

. Faster deployment of applications and services.

. Access to cutting-edge technologies (Al, analytics, IoT).

8. Environmental Benefits

. Efficient resource use reduces energy consumption compared to traditional data centers.

Q. Explain Hybrid Cloud Computing
A Hybrid Cloud is a computing environment that combines public cloud services (like AWS, Azure, Google
Cloud) with private cloud infrastructure (on-premises servers or dedicated private clouds). This setup allows
organizations to use both environments together, moving workloads between them as needed.
Characteristics
. Combination of Clouds: Mixes public cloud (scalable, cost-effective) with private cloud (secure,
controlled).
* Flexibility: Sensitive data can stay in the private cloud, while less critical workloads run in the public cloud.
. Integration: Applications and data can move seamlessly between environments.
. Agility: Businesses can quickly adapt to demand by using public cloud resources while keeping core
systems private.
Components of Hybrid Cloud
e Private Cloud: Dedicated to single organization, maximum control and security, requires capital
investment
e Public Cloud: Third-party services (AWS, Azure, Google Cloud), scalable and cost-efficient, less
control
e On-Premises Infrastructure: Traditional physical servers owned by organization, complete control
but high cost
« Integration Layer: Technology enabling communication across environments (APIs,
networking, orchestration)
How Hybrid Cloud Works
e Workloads distributed based on sensitivity, compliance, and performance requirements
e Data synchronized across environments to maintain consistency
e Unified management interfaces allow control from single dashboard
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e Load balancing shifts workloads dynamically based on demand and cost

o Consistent governance and security policies applied across all environments
Q. explain the open nebula and nimbus
OpenNebula
OpenNebula is an open-source cloud computing platform that allows organizations to build and manage
private and hybrid cloud infrastructures. It provides tools for virtualizing computing resources and creating
cloud environments without vendor lock-in.
Key Characteristics:

e Open-source software licensed under Apache License 2.0

e Designed for building private and hybrid cloud infrastructures

e Supports multiple hypervisors (KVM, Xen, VMware)

e Lightweight and modular architecture

e Minimal resource overhead

Features:

. Multi-tenancy support.

. Automatic provisioning and elasticity.

. Kubernetes orchestration for containerized workloads.

. Vendor neutrality and flexibility.

. Use Case: Enterprises use OpenNebula to build sovereign clouds, replace VMware, and manage large-
scale virtualized data centers.

advantages

(] No vendor lock-in due to open-source nature
[l Low resource overhead and licensing costs
01 Flexible and
Disadvantages:

e Requires technical expertise to deploy and manage

e Smaller community compared to proprietary solutions

e Limited commercial support options

e Steeper learning curve.
Nimbus
Nimbus is an open-source infrastructure-as-a-service (IaaS) cloud computing platform developed by the
University of Chicago. It enables organizations to build and operate cloud computing infrastructure by
virtualizing physical resources and presenting them as on-demand cloud services.
Key Characteristics:

e Open-source software (Apache License)

e Developed specifically as an [aaS platform

e Focuses on providing simple, reliable cloud services

e Emphasizes usability and ease of deployment

e Originally developed for scientific computing

e Community-driven development
Features:
. Configurable scheduling, networking leases, and usage accounting.
. Supports schedulers like Portable Batch System and Oracle Grid Engine.
. Designed for scientific and research applications needing flexible resource leasing.
Advantages:

e Open-source with no licensing costs

e Originally designed for scientific computing and research

e Strong focus on ease of use and usability
disadvantages:

e Smaller community compared to OpenNebula

o Less frequent updates and development

e Limited commercial support availability.




43

Q. write down the feature and function of cloud platfroms.

Features of Cloud Platforms

1. On-Demand Self-Service

. Users can provision computing resources (servers, storage, applications) instantly
without human intervention.

2. Broad Network Access

. Accessible from anywhere via the internet using laptops, mobiles, or tablets.

3. Resource Pooling

. Providers pool resources (CPU, memory, storage) to serve multiple customers securely
(multi-tenancy).

4 Scalability & Elasticity

. Resources can be scaled up or down automatically based on demand.

5 Measured Service (Pay-as-you-go)

. Users pay only for what they use, reducing unnecessary costs.

6. Security & Compliance

. Data encryption, authentication, and compliance with standards (GDPR, HIPAA).
7 Automation & Orchestration

. Automated deployment, monitoring, and scaling of applications.

8 Multi-Platform Support

. Supports different operating systems, frameworks, and programming languages.

Functions of Cloud Platforms
Infrastructure as a Service (IaaS)

. Provides virtualized computing resources like servers, storage, and networking.
Example: AWS EC2, Microsoft Azure Virtual Machines.

2. Platform as a Service (PaaS)

. Ofters a development and deployment environment for building applications.
Example: Google App Engine, Microsott Azure App Service.

3. Software as a Service (SaaS)

. Delivers ready-to-use applications over the internet.

. Example: Google Workspace, Microsoft 365.

4. Data Storage & Management

. Secure storage of files, databases, and backups.

. Example: Amazon S3, Google Cloud Storage.

5. Networking Services

. Virtual networks, load balancing, and content delivery networks (CDNSs).
6. Al & Machine Learning Services

Platforms provide APIs and tools for training and deploying Al models.
Example: Azure Al, Google Al Platform.

7. Monitoring & Analytics

. Tools to track performance, usage, and optimize resources.
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Q. explain the cloud architecture.

Cloud architecture is the blueprint that defines how cloud services are structured and
delivered. It connects all the necessary components—front-end, back-end, networking, and
security—to provide scalable, flexible, and efficient computing over the internet.
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Components of Cloud Architecture
Cloud architecture generally comprises two main sides, the front-end and back-end, connected
by a network.

o [Iront-End Platform (Client-side): What users see and interact with, including web
browsers, mobile apps, and client devices (e.g., thin/fat clients).

« Back-End Platform (Cloud-side): The infrastructure of the cloud provider, including
physical servers, storage systems, virtual machines (VMs), and software-detined
networking (SDN).

o Network & Delivery: Enables connectivity between the front-end and back-end
(internet or intranet).

« Storage & Management: Virtualized data storage and management software that
optimizes resource utilization and security.

Benefits of Cloud Computing Architecture
The following are the benefits of cloud computing architecture:

« Makes overall cloud computing system simpler.

« Improves data processing requirements.

« Helps in providing high security.

« Makes it more modularized.

« Results in better disaster recovery.

« Gives good user accessibility.
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Q. explain the virtual network.

A Virtual Network (VN) is a software-defined network that allows cloud resources
(like virtual machines, databases, and applications) to securely communicate with
each other, the internet, and on-premises systems. It mimics the functionality of a
traditional physical network but 1s managed entirely through software.
Components of a Virtual Network

1. Virtual Switches & Routers

. Software-based devices that handle traffic routing and switching between
VMs and subnets.

2. Subnets

. Logical divisions of the network to organize and isolate workloads.

3. Gateways

. Connect the virtual network to external networks (internet or on-premises).

4. Firewalls & Security Groups

. Control inbound and outbound traffic with rules and policies.
5.  Load Balancers

. Distribute traffic across multiple servers or VMs for efficiency.
6.  VPNs (Virtual Private Networks)

. Provide secure remote access to cloud resources.

Advantages of Virtual Networks

. Flexibility: Easily configure and reconfigure without physical hardware.
. Scalability: Expand or shrink network resources based on demand.

. Isolation & Security: Each VN is isolated, reducing risks of data leakage.
. Cost Efficiency: No need for expensive physical networking equipment.
. Hybrid Connectivity: Connects cloud resources with on-premises systems.
X Disadvantages of Virtual Networks

. Complexity: Requires skilled management and configuration.

. Performance Overhead: May be slower than physical networks due to
virtualization layers.

. Dependency on Internet: Remote access relies on stable connectivity.

. Security Risks: Misconfigured rules or weak encryption can expose data

Q. Explain the Virtualization in Cloud Computing.

Virtualization is the process of creating a virtual version of hardware resources
(servers, storage, networks, operating systems) so they can be shared and used
more efficiently. Instead of dedicating one physical server to one task,
virtualization enables that server to host many tasks at once.

How It Works

. Physical Hardware (Host): The actual server with CPU, RAM, storage, and
networking.
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. Hypervisor: A software layer that sits between hardware and virtual
machines. It allocates resources and keeps VMs 1solated.
. Virtual Machines (Guest): Independent environments with their own OS and

applications, running on top of the hypervisor.

¢ Types of Virtualization
1.  Hardware Virtualization
. Creates virtual machines over physical hardware.
. Example: VMware ESXi, Microsoft Hyper-V.
2. Operating System Virtualization

. Multiple OS instances run on a single physical machine.
. Example: Containers (Docker, Kubernetes).
8. Server Virtualization

Divides one physical server into multiple virtual servers.

4.  Storage Virtualization
. Combines multiple physical storage devices into a single virtual storage pool.
5.  Network Virtualization

Creates virtual networks (like AWS VPC, Azure VNet) for secure
communication.

Advantages of Virtualization

* Resource Efficiency: Maximizes hardware usage by running multiple VMs on
one server.

. Cost Savings: Reduces need for physical servers.

. Flexibility: Run different OS and applications on the same hardware.

. I[solation: Each VM is independent, improving security and stability.

. Scalability: Easy to add/remove VMs as needed.

X Disadvantages of Virtualization

. Performance Overhead: VMs may run slower than native hardware.
. Complexity: Requires skilled management and configuration.

. Security Risks: Misconfigured hypervisors can expose multiple VMs.
. Licensing Costs: Some virtualization software 1s expensive.
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a) Network and Security in Cloud Computing '

S

Provides secure communication between cloud resources and users.
Uses Virtual Private Clouds (VPCs) for isolation.

Employs firewalls, encryption, and VPN for data protection.
Identity and Access Management (IAM) ensures authorized access.
Protects against data breaches and cyberattacks.

Ensures compliance with standards (GDPR, HIPAA).

Supports monitoring and intrusion detection systems.

(b) Xen Cloud Platform (XCP) &

1
2
3.
4.
5
6
7

Open-source virtualization stack built on Xen hypervisor.
Provides Infrastructure as a Service (IaaS).

Supports live migration of virtual machines.

Ofters scalability and stability for enterprise workloads.
Includes management tools like Xen Orchestra.

Enables private cloud deployment.

Focused on security and performance optimization.

(c) Application and Process as a Service

1
2
3.
4.
5
6
7

Application as a Service (SaaS) delivers ready-to-use apps online.
Examples: Google Workspace, Microsoft 365, Salesforce.

Benefits: no installation, automatic updates, global access.

Process as a Service (PaaS) provides platforms for app development.
Examples: Google App Engine, Azure App Service.

Benefits: simplifies coding, testing, and deployment.

Both models reduce infrastructure management burden.

(d) Apache Virtual Computing Lab (VCL) &

1
2
3
4.
5
6
7

Open-source cloud platform under Apache Software Foundation.
Provides dedicated computing environments on demand.
Supports physical servers, virtual machines, and lab computers.
Offers a self-service web portal for reservations.

Widely used in universities and research institutions.

Enables remote access to specialized software (Matlab, SAS, etc.).
Improves resource sharing and cost efficiency in academic setups.




